
6 GSM (Global System for Mobile Communications)

As a security measure, the VLR assigns a Temporary Mobile Subscriber Iden-
tity (TMSI) to the Mobile Station to reduce the frequent transmission of the
IMSI. This helps to avoid being identified or tracked. In further sessions, this
TMSI can be used as identity response.

Figure 2.2: Authentication and encryption in GSM

2.5 GSM Encryption

To provide communication privacy, the stream cipher A5 is implemented on every
mobile phone. It is a combination of three (A5/1) or four (A5/2) linear feedback
shift registers (LFSRs) which encrypts and decrypts the communication data, if
needed. The session key Kc, used in this algorithm, is generated by the algorithm
A8 on the SIM with the input RAND. In this case, RAND is the same random
number as it is used in the authentication process. As an alternative, A5/0
encloses no encryption at all.4

In the security capabilities, the Mobile Station specifies, which encryption al-
gorithms are supported. The Base Station chooses one of these and informs the
Mobile Station with the cipher mode command.

4A5/1 is mostly used in Europe. An exception is France, where the encryption is disabled.
This is why A5/0 is also called ’French mode’ ([SPY05]).


